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Do you need NASBA CPE credits?

• Navigate to website: iofm.cnf.io

 or scan the QR code →

• Check-in and check-out of your sessions to 
track your attendance for NASBA CPEs

• Certified with IOFM? No need to check-in 
and out of sessions. Self-report CEUs on 
IOFM.com instead after the event!



Do You Belong to an IOFM Chapter?

1. CEU Requirement for Certification(s):  Leaders 
earn 3 CEUs per meeting hour and attendees earn 
1 CEU per meeting hour.  Earn by watching on-
demand – 3 Available

2. Leadership:  Help to plan events, create 
members’ only resources and activities that will 
enhance careers and knowledge 

3. Career:  Add the membership to your LinkedIn 
Profile and join Chapter Groups

4. Networking / Engagement:  Meet other like-
minded professionals to discuss pain points and 
resolutions

5. Discounts – Get discounts on E-Learning and New 
Memberships

Benefits: 

Pittsburgh IOFM Chapter
Tennessee IOFM Chapter
Baltimore-DC IOFM Chapter
North Carolina Chapter
Atlanta IOFM Chapter

LinkedIn Group:  IOFM - Central Atlantic Region AP / AR Professionals

https://www.linkedin.com/groups/14071140/
https://www.linkedin.com/groups/14071140/
https://www.linkedin.com/groups/14071140/
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Clean-Up Your Vendor Data
Clean-Up Your Vendor Processes 

Pay the Right Vendor

debrarrichardson.com 
training.debrarrichardson.com

Debra R Richardson, 
MBA, CFE, APM, 
APPM, CPRS

The
Speaker

An accounts payable speaker, consultant, and trainer with over 20 

years of experience in AP, AR, general ledger, and financial 

reporting for Fortune 500 companies including Verizon, General 

Motors and Aramark.

For over a decade, I have focused on Accounts Payable including 

Global Vendor Maintenance for 140K+ active vendors across seven 

ERPs, managing a team processing over 2,000 vendor requests per 

month. 

Now I work with AP teams to implement authentication 

techniques,  internal controls, vendor validations and best 

practices to prevent fraud, regulatory fines and bad vendor data. 

I host a weekly podcast:  “Putting the AP in hAPpy”. 
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Agenda

• Protect Yourself from Fraud 

• User Level Detection of Fraudulent Emails

• User Level Detection of Deepfake Images, Audio and Video

• User Level Detection of Fraudulent Documents

• Actionable Takeaways
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The Bank of AP

Because that’s where the money was!

Why did the Cyber Criminal 

Cross the Road to AP?
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Protect Yourself From Fraud
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Fraud is Evolving 
and So Are the 
Actions That 
Companies Are 
Taking Against 
Employees

In one instance a worker in the financial industry 

made three wire transfers totaling $511,870 to third 

party bank accounts without confirming with the 

client.  This violated company policy and the 

employee received not only a 45-day suspension but 

also a $7,500 fine.

In another instance, a UK employee was sued for 

allegedly not following company policy when they 

transferred $200,000 based on an email they thought 

was from their boss (who was on vacation).  The bank 

was able to recover all but $138,000 and the company 

sued the employee for that amount.  In the end, the 

judge ruled in favor of the employee. 

Ex-UBS FA Fined After Allegedly Conned 
by Hacker to Disburse Client Funds

Company Sues Employee for $138,000 in 
BEC Losses

FACC sues former CEO, CFO for $11 million over 
cyber fraud failings

https://financialadvisoriq.com/c/2600713/299823/fined_after_allegedly_conned_hacker_disburse_client_funds
https://www.secureworldexpo.com/industry-news/business-email-compromise-cases-updated
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User Level Detection of Fraudulent Emails and 
Spoofed Websites
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Why Is It Hard to Detect 
Fraudulent Emails?
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The Trouble With Email

Real.Person@appIe.com

Real.Person@applei.com

Real.Person@appIe.com

Real.Person@apple.co

Real.Person@appIe.com

Real.Person@applei.com

Real.Person@appIe.com

Real.Person@apple.co

15 %



May 2026  |  Loews Sapphire Falls Resort |  Universal Orlando, FL

5 Ways to Know if Your Email Has Been Hacked

1. You Can’t Log In

2. You Keep Getting Password Reset Emails

3. There are Strange Messages in Sent Folder

4. Complaints from others

5. Suspicious Activities With Your Accounts

Check Your Email Rules Daily!

Watch on YouTube

https://youtu.be/4I_mnmK99Fc
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Phishing – How To Combat
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Check this infographic for what is wrong with this email. Note that it includes a PDF that actually is a link 
to a site. This is critical to verify for Accounts Payable teams that still receive supporting documentation 
for Vendor Onboarding and Maintenance via email. 

2023-2024 © Debra R Richardson All rights reserved
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Suspicious Email or Spoofed Website?

• Don’t Type – Paste
• Does the Registration Date Match Expectations?
• Many Phishing Cites are Created Just for Phishing Campaigns

https://www.whois.com/whois/ 

https://www.whois.com/whois/
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Suspicious Email?

https://transparencyreport.google.com/safe-browsing/search 

https://transparencyreport.google.com/safe-browsing/search
https://transparencyreport.google.com/safe-browsing/search
https://transparencyreport.google.com/safe-browsing/search
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Internal Control:  Use Secure Email
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Authenticate the Requestor

Invoicing Purchase Order Vendor File

Invoice # PO# Tax ID (Last 5 digits)

Invoice Date Buyer Name Bank Account Number (Last 5 digits)

Invoice Amount PO Amount Remittance Address on file

3 Step Vendor Setup & Maintenance Process Workshop 
> Free Authentication Training

https://training.debrarrichardson.com/course/vendoronboardingworkshop
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Authenticate

See Bloomberg Post

https://www.bloomberg.com/news/articles/2024-07-26/ferrari-narrowly-dodges-deepfake-scam-simulating-deal-hungry-ceo?embedded-checkout=true
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User Level Detection of Deepfake Images, Audio 
and Video
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Deepfake Image – Telltale Signs

✓ Glasses
✓ Jewelry
✓ Hair
✓ Ears
✓ Eyes
✓ Collar & Shoulders
✓ Background
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Deepfake Image – Telltale Signs

Which Face is Real?

https://www.whichfaceisreal.com/index.php 

https://www.whichfaceisreal.com/index.php
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Deepfake Image – Telltale Signs

Which Face is Real?

https://www.whichfaceisreal.com/index.php 

https://www.whichfaceisreal.com/index.php
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Deepfake Audio – Telltale Signs

Import or record – better to record

I recorded 12 seconds

Type what you want it to say

✓ Longer-than-usual pauses between words/sentences 
✓ Flat voice
✓ Emotionless
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Deepfake Video – Telltale Signs

✓ Eyes
✓ Lips
✓ Face 
✓ Teeth
✓ Motion
✓ Emotion

Combat With 
Gesture
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Deepfake Video – LinkedIn Post

https://www.linkedin.com/feed/update/urn:li:activity:7295441362936553474/ 

https://www.linkedin.com/feed/update/urn:li:activity:7295441362936553474/
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User Level Detection of Fraudulent Documents
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Never Change Banking Based on an Invoice

Watch on YouTube

https://youtu.be/kGQ9pUYTjZw
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Internal Control:  Include and Verify Authenticating Data on Vendor 
Setup Forms

Vendor Setup Form

• Vendor Tax ID 

• Existing Information For Change
• Tax ID

• Contact Information

• Remittance Address

• Internal Team Member

• IRS TIN Match

Vendor Banking Form

• Require a Vendor Banking Form

• Vendor Tax ID 

• Vendor Remittance Address and Country

• Bank Address and Country

• Existing Banking or Historical Deposits

• Internal Team Member
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Internal Control:  Create an Internal Request Form

Create a customized Internal Vendor Request form to remove the task of collecting vendor information from the 
internal employee – reducing the exposure of vendor sensitive data and of potential fraud from untrained staff. It 
has the added benefit of providing updated contact information for the vendor.

• Require vendor contact information be submitted on an Internal Vendor Request Form and once received, send 
instructions to the vendor with the required forms to be added as a new vendor or to make changes to their 
existing information.

• Once the vendor information is received, compare it to the information on the Internal Vendor Request Form as 
authentication.  Match the internal team member on the vendor forms to the internal team member that 
submitted the request. 

• Limit exceptions.  For example, the Legal team requesting vendor setups for plaintiffs in legal cases may not be 
able to collect the form, in which case an exception should be documented in your vendor policy. 
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User Level Detection of Payment Fraud
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Internal Control:  Vendor ACH/Wire Payment Confirmation – Before 
ADD or UPDATE

Before adding/changing banking details or changing a remittance address on the vendor record, contact the 
vendor using the communication information in the vendor master file, the Internal Vendor Request Form or other 
internal records to confirm.

• Telephone, email or mail letter. If by email use a separate email string than the original request.

• Create a confirmation log and document each attempt.  Record: Day, Date, Time, How Contacted, Phone Number 
Called (if by phone), Source of Phone Number (if by phone), Team Member that Attempted, and Status.

• Assign the confirmation process to a separate vendor team member than the team member processing the 
request.  Limit this task to vendor team members to avoid giving access to vendor sensitive data outside of the 
vendor team.  
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Internal Control:  Vendor Payment Receipt Confirmation

Confirm with the vendor that the ACH/Wire payment was received. 

• Contact the vendor the same business day of the electronic payment file to confirm the Wire or Same Day ACH 
payment was received.

• Contact the vendor within two (2) business days of the electronic payment file to confirm the ACH payment was 
received.

• Contact the vendor within seven (7) business days of the mail date of the paper check to confirm the payment was 
received.

• Avoids waiting weeks or days for the vendor to notice the payment has not been received, at which time it may be 
too late to recover the funds. 
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Pushback? Ultimate Solution – Outsource Payments

Remove the AP/Vendor Team 
From the AP/Vendor Remittance 
Collection and Update Process
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Actionable Takeaways
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Actionable Takeaways 

1. Create Authentication Reference Template and practice authentication

2. Implement at least one user level detection tool and bookmark for quick access and use

3. Create or update at least one vendor form to include authenticating data when accepting for a vendor 
add or change



• Please scan this QR code using your mobile to 
access a short feedback survey →

• Also accessible via the mobile app

Tues 10:15 | Internal Controls for AP Specialists: What You Can Do To 
Prevent Fraud Daily
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Debra R Richardson, MBA, CFE, 
APM, APPM, CPRS

Mobile :

Email : debra@debrarrichardson.com

+1 313-572-1598

www.debrarrichardson.com

training.debrarrichardson.com  

@APinhAPpy 

@debrarrichardson
Podcast

Putting the AP in hAPpy

Debra R Richardson, LLC

REMINDER!
If you checked in for NASBA CPE credit, check out at iofm.cnf.io

QUESTIONS?

http://www.debrarrichardson.com/
http://www.twitter.com/APinhAPpy
http://www.linkedin.com/in/debrarrichardson
http://542629.buzzsprout.com/
http://www.debrarrichardson.com/podcasts
http://www.debrarrichardson.com/podcasts
http://www.debrarrichardson.com/podcasts
http://www.debrarrichardson.com/podcasts
http://www.debrarrichardson.com/podcasts
https://www.youtube.com/channel/UCqeoffeQu3pSXMV8fUIGNiw/videos?view_as=subscriber
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