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Do you need NASBA CPE credits?

* Navigate to website: iofm.cnf.io

or scan the QR code =

* Check-in and check-out of your sessions to track
your attendance for NASBA CPEs

e Certified with IOFM? No need to check-in and

out of sessions. Self-report CEUs on IOFM.com
instead after the event!
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Today's Risk Landscape

1. FROM MANUAL PHISHING
’ TO AGENTIC BEC

b | L @ Q

Dear,

URGENT PAYMENT
FOR INVOICE! Confirming cur phone
PLEASE CLICK HERE. call, here are the
updated banking details
Thanks, for Invoice #1234,
Spam Please process promptly.

Sincerely,
AP

VISUAL VERIFICATION: o
BYPASSED VOIDED CHECK

Traditional: Al-Driven & Traditional Controls:
Generic & Manual Agentic BEC Neutralized by Gen Al

» / TV

» DIGITAL FINANCIAL ECOSYSTEM °
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3. EXPLOITATION OF APPROVAL
URGENCY & HUMAN TRUST

URGENT
PAYMENT
NEEDED!
APPROVE

8 OVERRIDE.

7

3

i

8L
W

-

IMMEDMTE
B RELEASE
IMMEDIATE WIRE RELEASE

Deepfake Video

| B
| Traditional Approval | |-#
\

DUAL AUTH?
Al Override k

Today: Impersonation
& Engineered Urgency
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Accounts Payable Lifecycle
/ \

Accounts
Payable Cycle

Invoice Entry
.\ intosystem J

e

o / = \
Sending Invoice
~ to Procurement

Getting

g
2
o
\a
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Accounts Payable Lifecycle

Identifying the Required
Goods/Services

Payment Terms

Preparing Material
Verification s

Request Form

Procurement
Department
PR Submission

Getting Account
Statement of Supplier

Invoice Entry

Finding Suppliers
into system Inding Supplier:

Sourcing

/ Accounts
Payable

Sending Invoice Issuance of RFQ
to Procurement Dept. Request for Quotation
Getting Quotations

Invoice Receipt :
from Supplier Quote Collection

Invoice Receipt
from Supplier

I Goods/Services .'
received as per Receipt
PO ‘&
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Top Operational & Strategic Risks

: ERP / SYSTEM DUPLICATE & B
Q MIGRATION DISRUPTION SYSTep 5 OVERPAYMENT ERRORS UNCAPTURED EARLY PAYMENT

HALTED
— EW

@ °Ln

ERp |

SUPPLY CHAIN & N -::’_,‘ 2 NON-COMPLIANCE WITH TAX &
VENDOR DISRUPTION REGULATORY REQUIREMENTS
BLOCK

@ TIN VALIDATION | s>

ifpm ==y

k A% 9 | 1099 REPORTING = _

ON-FRAUD RISKS FROM PROCESS INEFFICIENCIES
TEanOLOGY GAPS HUMAN ERROR, & REGULATORY SHIFTS

Ry

N DUTIES (5o0) " [TTIILLLP| SHADOW PURCHASES DATA QUALITY & VENDOR INCOMPLETE ACCRUALS &

& NON-PO INVOICING MASTER FILE DECAY PERIOD-END CLOSING LAG
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ERP / SYSTEM MIGRATION
DISRUPTION

R\ EWD)
OLD'(X) [NEWY) /¥ SYSTEM INTEGRATION
P — INVOICE 123

= DATA MIGRATION (PAID)

p—
—

v, \
K_wwm

SUPPLY CHAIN & VENDOR
DISRUPTION

VENDOR 8 CREDIT

INADEQUATE SEGREGATION
OF DUTIES (SoD)

B-E

CREATE APPROVE
VENDOR INVOICE

OVE CUTE
E-e:m-

SHADOW PURCHASES
& NON PO INVOICING

VIOLATION

EXECUTE PO-BACKED NON -PO
p“ug INVOICES INVOICES

EE* *“’@

Operational & Strategic Risks

DUPLICATE & OVERPAYMENT
ERRORS

INVOICE 123
(PENDING]

OPERATIONAL &

m i sTRATEGIC AP RISKS.

DATA QUALITY & VENDOR
MASTER FILE DECAY
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UNCAPTURED EARLY PAYMENT
DISCOUNTS & LATE FEE PENALTIES

I

NON-COMPLIANCE WITH TAX &
REGULATORY REQUIREMENTS

TIN VALIDATION
1099 REPORTING

SALES/USE TAX
(REPLACES TIN'EIN) =

INCOMPLETE ACCRUALS &
PERIOD-END CLOSING LAG

ol CALENDAR ' DELAYED
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Top Ten Fraud Risks

BEC & EXECUTIVE DEEPFAKE SYNTHETIC VENDOR BANK
IMPERSONATION

\oEEPRa;  VOICE & VIDEQ DETAIL REDIRECTION
) v @ . m
REQUEST > — pm

'"SE.,,,V,,.'.‘,T.,'S" = lmmlc C-sulte —__ manipulated

audle/video
verification

B T S/ =
SHADOW Al / ¥ g Jata highu, {4 o INTERNAL SHELL % 9

UNSANCTIONED AUTOMATION . FR AUD RI SKS ’ commnvcnmmn N |
J|_IMPACTING Ap |2 = h )

EXAMINING KEY VULNERABILT]ES n -

ACROSS THE P2P CYCLE
DUPLICATE ~ S o © Ol CHOST/FICTITIOUS /a'
7\ al’ﬂgy L

INVOICE FRAUD INVOICING
4 y INFLATED N
@ INVOICE | (&
Ry %. 600DS
T X

billing for
never dellveres
delivered items

E’;;ﬂ’gggg&’g:ff . DUPLICATE INVOICE KICKBACK & PURCHASING |~ GHOST / FICTITIOUS 8
FRAUD (Altered Numbers) COLLUSION SCHEME INVOICING
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Top Accounts Payable KPIs

COST PER INVOICE
PROCESSED
Fully-loaded cost.
AUTOMATED: ©
$12.00+ $2.00-53.00

COST PER INVOICE INVOICES PROCESSED
PROCESSED PERFT TARGET:
MANUAL: AUTOMATED: ’2'(500{"'{"&!‘)“

$2.00-$3.00

'4 SHADOWAI/ & S
UNSANCTIONED AUTOMATION AC

PAVABLE

© peeprake
&} SYNTHETIC VOICE

& VIDEO

w
= SV

mimic C-suite
leaders/vendors

manipulated

BEC & EXECUTIVE
IMPERSONATION

C personal
Verified Phone/Email

COUNT

METRICS & BENCHMARKS FOR
OPTIMIZED AP OPERATIONS

2" " INTERNAL SHELL
COMPANY CREATION

©@

KPls

GHOST  SHELL FICTITIOUS

audio/video verification GOODS VENDOR VENDOR
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billing for never

delivered items

FIRST-TIME
MATCH RATE

STRAIGHT-THROUGH
PROCESSING (STP)

A DUPLICATE
PAYMENT RATE
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Accounts Payable KPIs

COST PER INVOICE
PROCESSED

AUTOMATED:
$2.00-$3.00

INVOICES PROCESSED
PER FT

TARGET:

>2,500/MONTH

Volume per
(Automated)

full-time

@ employee.

MANUAL:
SIZ 00+

" data highwyg,
N

OUT-OF-BAND ~ 10\ ¢-
CALLBACK vemrlcmon AOCUNTs
BLE KPls

METRICS & BENCHMARKS FOR
OPTIMIZED AP OPERATIONS

& '
%2 CAPTURED
DISCOUNT RATE

Time on
clock out:

AVERAGE PROCESSING
CYCLE TIME O

nscew'r ﬂ ﬁ scusouun
< % r DAYS

PAST
o CREDIT
mus

LATE PAYMENT /
PENALTY RATIO

FILE ACCURACY

Successful capture

CAPTURED
DISCOUNT RATE

VENDOR MASTER
FILE ACCURACY

(>

November 2026 | JW Marriott Austin | Austin, TX

VENDOR MASTER QD PAYMENT RATE
ay

STRAIGHT-THROUGH
PROCESSING (STP)

k .

DUPLICATE
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Accounts Payable Risk Assessment

01
Conduct ‘
Periodic Fraud dentify’ AP

Risk Review Assetsi& Data
(recurring updates (including invoices,
to the risk payment methods,

assessment) vendor masters)

Monitor & Audit C-q
AP Transactions =C

(regular review for
red flags)

@¥  Accounts
Payable Fraud

Implement Risk 0
/-

IRt B\ Assessment £%
Controls

Identify Fraud
Schemes &
AP Threats

(e.g., shell companies,

billing fraud, payroll
manipulation)

03

Assess

Vulnerabilities

(e.g., segregation of W Do in AP Controls

duties, multi-factor
authentication)

Evaluate
sting Internal
Controls
(verifying current
control
effectiveness)

Determine Fraud Exi
Risk Levels

(based on impact
and probability)
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(identifying weak
points in systems
and processes)
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Calculating Risk
Likelihood Impact

/~ N\ e N
Risk Threat Vulnerability Consequence
Ry = bl X e X §E
intent farget modified
capability weakness consequences
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Accounts Payable Fraud Risk Assessment

" ESTABLISH ASSEMBLE CROSS-FUNCTIONAL MAP AP PROCESSES %
o SCOPE & CONTEX i ASSESSMENT TEAM & CONTROLS

BUSINESS UNITS

DOCUMENT & g | Y’ / IDENTIFY FRAUD S

PRESENT FINDING = CCOUNTS PAYABL E’ ' LOSS SCENARIOS

UD RISK ASSESSMENT |

A SYSTEMATIC APPROACH T0
REDUCE FRAUD EXPOSURE

Q' = e
: © .
DEVELOP & IMPLEMENT ® EVALUATE&E ‘A
MITIGATION PLANS iz @ PRIORITIZE RISKS
. & ; LOSSEVENT = LOSS

S g
~> [ HIGH ' FREQUENCY X=  MAGNITUDE
ALE/VaR ¢ (LEF)
| a

- l
_ /Pp ” T, .
DEVELOP&IMPLEMENT O'apa hranwa) ‘ EVALUATE & 'O PERFORM QUANTITATIVE ot GATHER RISK
MITIGATION PLANS \_g/ PRIORITIZE RISKS ANALYSIS INTELLIGENCE & DATA
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FAIR Risk Model

BEAR
THE FAIR MODEL

Factor Analysis of Information Risk (FAIR) is the only international
standard quantitative model for information security and operational risk

|

Loss Event Loss Magnitude
Frequency (LEF) (LM)

| . S———

Threat Event Vulnerabliity Primary Loss Secondary Risk
Frequency (TEF)

Contact Probabllity Threat Resistance
Frequency of Action Capability Strength
(PoA) (TCap) (RS)

Secondary Secondary
Loss Event Loss
Frequency Magnitude

Random Yalue Skills

* Knowled
Regular Level of 8 .m:
»
intent 1 Effort 0z =
PN S Resources
Risk
* Time
* Mateciale
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Qualitative Risk Analysis

L1/

JRREIN D B8 |

- AP PA TERM OVERRIDES: QUALITATIVE RISK ANALYSIS & TREATMENT (12-36 MONTF

K 2] Advanced Phishing for Access

Highly targeted Al-crafted phishing emails trick key
finance staff into revealing payment system
credentials. Access allows for control manipulation.
Likelihood: 3 (Medium), Impact: 4 (High).

DECISION: Implement automated
phishing detection, advanced email sandboxing, and
regular finance-focused security training.

[RISK 4] Insider Collusion Overrides

Two trusted finance employees conspire to create and
approve an override, requiring collusion between

different roles. Likelihood: 2 (Low), Impact: 3 (Medium).

TREATMENT DECISION: Apply strict separation of

duties, enhance access logging and monitoring, and im-

iplement 'dual-control’ for all large-value overrides.

_LOW LIKELIHOOD (1-2)
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(1] Deepfake Voice Payment Override

A highly sophisticated Al deepfake voice command
mimics an executive to bypass payment term
authorization. Leads to unauthorized fund release.
Likelihood: 4 (High), Impact: 5 (Critical).

| Overall Score: 20 (Critical Priority).
(/) TREATMENT DECISION: Implement immediate,
multi-factor and multi-channel out-of-band

MITIGATION | v erification (e.g., call-back to a known number,

separate token request).

[RISK 3] Procedural Override Error

An authorized but human staff member, feeling rushed,
bypasses a required authorization step due to internal
pressure. Likelihood: 4 (High), Impact: 2 (Low).

TREATMENT DECISION: Standardize processes, enforce
mandatory workfiow checks that cannot be skipped,
and implement periodic internal process audits.

" gy
5 '.ﬂ"‘:’.,

IOFM
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Quantitative Risk Analysis

PRACTICAL FAIR CALCULATION EXAMPLE
DEEPFAKE BANKING OVERRIDE

INPUT PARAMETERS

@’ THREAT EVENT \/
FREQUENCY (TEF)

33% chance that an AP analyst
approves the request without
out-of-band token verification.

6 targeted deepfake
attacks per year.

PRIMARY LOSS SECONDARY LOSS
=9 $350,000 per % $75,000 (legal

fraudulent retainer, forensic
payment release. investigation, credit
rating impact).
! LEF: 6 (attacks) x 0.33 (probability)
= 2 realized fraud events per year. 3350.000 + 375,000 = 3425,000 per event.

=

3 i El..ﬂ ok s o (L

I%\ BUSINESS VALUE & Ro) x
2% ROI JUSTIFICATION 4 ..||

Showmg executive leadershipa $850k
quantifiable $850,000 Annual

ALE: 2 (LEF) X $425’000 (LM) 1 Loss Expectancy provides clear

‘ justification for mvesting

= $850,000 / year et [ o

verification platform. ALE. IVESTMENT

.
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Quantitative Risk Analysis

« Asset at Risk Identification: Quantify the volume and total value of financial outflows (e.g., $500M
annual disbursements across 120,000 transactions).

 Threat Agent Capabilities (TCap): Assess threat community capabilities (external cybercriminals
utilizing genAl/deepfakes vs. opportunistic internal employees).

* Threat Event Frequency (TEF): Measure attempt rates (e.g., how many BEC or bank redirection
phishing attempts hit the department annually).

* Resistance Strength / Vulnerability: Calculate control effectiveness (e.g., 98% of phishing blocked by
email security; 95% caught by out-of-band verification).

* Loss Event Frequency (LEF): Combine TEF and Vulnerability to determine expected annualized
incidents ( LEF ="TE "x"Vulnerablllty")

* Primary Loss Magnitude: Direct financial loss per event (e.g., stolen disbursement amount, wire
recovery fees).

* Secondary Loss Magnitude: Indirect financial impact—regulatory fines (IRS/OFAC), legal fees,
forensic audit fees, operational downtime, and brand reputational damage.

* Loss Distribution Modeling (Monte Carlo Simulations): Use minimum, most likely, and maximum
ranges (pert distributions) rather than single-point estimates to model realistic financial variance over
10,000+ trial iterations.

November 2026 | JW Marriott Austin | Austin, TX ‘ I O F M FALI_
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Business Email Compromise

* Scenario: External cybercriminals send spoofed emails impersonating the
CEO requesting an urgent $450,000 acquisition wire transfer.

* Threat Event Frequency (TEF): 12 attempts/year.

* Vulnerability (Control Strength): Emailfilters block 90%; manual
verification catches 80% of remaining. Vulnerability = (1-0.90) x(1-0.80)=2%.

* Loss Event Frequency (LEF): 12x0.02=0.24events/year (once every 4.1
years).

* Primary Loss (PL): $450,000 (disbursement).

« Secondary Loss (SL): $50,000 (legal, forensics, bank trace).
* Loss Magnitude (LM): $500,000.

« Calculated ALE: 0.24x$500,000=$120,000/ year.

November 2026 | JW Marriott Austin | Austin, TX ‘ I O F M FALI_
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Ghost Vendor

* Scenario: Mass-mailed low-dollar fraudulent invoices ($850) for vague
services ("Annual Domain Registration" or "Office Directory Renewal") are
processed automatically due to low-threshold auto-approvals.

* TEF: 50 attempts/year.

* Vulnerability: Invoices under $1,000 do not require 3-way matching or
manager sign-off. Vulnerability = 20%.

LEF: 50x0.20=10events/year.

Primary Loss (PL): $850 per event x10=$8,500.

Secondary Loss (SL): Minimal ($150 staff time perincident) x10=%$1,500.
LM: $1,000 per event.

e Calculated ALE: 10x$1,000=$10,000 / year.

November 2026 | JW Marriott Austin | Austin, TX ‘ l O F M FALI_
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Loss Event Calculations

Deepfake
Voice Fraud

Dual-Authorization
Check with
our voice print

DUPLICATE INVOICE

Al~based matching
IDupliced Invotice
Invoices

KICKBACKS

Benchmarked against
other vendor costs

S\

DATA HIGHWAY

LOSS EVENT CALCULATION TABLE
& RISK PRIORITIZATION

LEF Loss
Fraud Risk Scenario (EventsiYy) Ma?m't;sde

#2 Deepfake Voice Fraud 2
#3 Deepfake Voice Frand 10
#4 Duplicate Invoice

#5 Duplicate Invoice 10
#6 P-Card Fraud 10
#4 Check Tampering 10

#8 Shell Compant & 10
Accounk Security

#5 Ghost Invoicing 10

#10 Ghost Invoicing 2
TOTAL ESTIMATED ANNUAL RISK | $901,150/ year

SoD Controls
Bank/TIN Matching
activated

100
100
100
200
100
100
200
100
100

$10,000
$20,0
$25,000
$12,000
$10,000 /

year
year

$20,500 / year
$12,500 / year

$28,000 /
$90,000 /

year

year
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Annual Loss Recgmmmded
Of

Exposure (ALE)

ntrol
Investinent

$1,000 / year
$2.500 / year
$2,800 / year

$2.200/ year |

$2,300 / yea
$4.0
§3,500 / year

$§9.800 / year

901,150 / year

Flagged: DMARC
Policy: Advanced Security
policy seltics

ped at a wall
Blocking unsancticned
Al tools

Instantly audited
by machine Learning
receipts
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CARVER Risk Model

» i

|

/ \ « Operational Focus: Measures target
T bl importance to adversary system.
\ / * |dentifies nodes where disruption

creates disproportionate systemic failure.
* Locates Centres of Gravity (CoG).

* Operational Focus: Determines ease of
identification under operational conditions.

\ « Reduces risk of misidentification or

collateral damage. i

\
LED _
WA/ - Operational Focus: Predicts broader
M consequences of action. Includes
Q_) * psychological impact, economic disruption,
and second-order political outcomes.
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ACCESSIBILITY

« Operational Focus: Evaluates ease of
reaching and engaging target.

* Includes physical, cyber, and logistical
barriers.

* Assesses permeability of defences.

ability to repair or replace target.

* High-value targets require scarce expertise
or long-lead-time components.

VULNERABILITY

« Operational Focus: Assesses target's
susceptibility to neutralisation.

« |dentifies structural weaknesses or single
points of failure relative to capabilities.

$IOFMLL..




Four Possible Responses to Risk

O Once a risk has been identified and assessed, risk owners should consider all four possible risk responses.

= However, for the remainder of this presentation, we will focus on risk mitigation.

AVOIDANCE

Eliminate the conditions that allow
the risk to exist at all, most frequently
by dropping the project or the task.

EXAMPLE: Close operations in
a volatile country

TRANSFER

Transfer the risk (in whole or part) to
another organization, individual, or
entity, usually through insurance.

EXAMPLE: Purchase an insurance
policy or option to hedge against
the risk

November 2026 | JW Marriott Austin | Austin, TX

MITIGATION

Minimize the probability of a risk's
occurrence or the impact of the risk
should it occur.

EXAMPLE: Design a new financial
control or improve an existing
control to minimize risk exposure

J

ACCEPTANCE

Acknowledge the risk’s existence, but
take no pre-emptive action to resolve it,

except for contingency plans should the
risk event come to pass (if needed).

EXAMPLE: Determine the existence of
sufficient (safety) controls to manage the
risk or even take more risk

# |IOFM

FALL

Conference & Expo



Phase 1 —Sourcing & Onboarding

CORE FRAUD RISKS |

Identifying 4\ Synthetic Vendors:

Goods/Services - B e iy
1 = "‘"SB = B oE. i (ERS
000 | | Z = - DA suammm; BID

Material Request s ‘,‘ , J"

Forms oo ) A\ Bid Rigging:

Submmmg different—looking fake bids.

Procuremenl Intake & ke R £ &5 Synthetic Documentation:
& Vendor Discovery ; ; g Al generates draw very high-quality.

= & /A Master File Tampering:
Secure digital ¢
— g g master fileto & '.

(0
- change address &Lt —

RFQ ls_suancq& 7 or ba%k details. ‘€ i IR Al draw

Quotation Review

DIGITAL FINANCIAL ECOSYSTEM
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Phase 2 — Ordering & Receipt

Purchse Order
(PO) Issuance

Goods/Services
Receipt

Matching Goods
Received to PO
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CORE FRAUD RISKS

/\ Phantom Deliveries: ‘N &P Prompt Injection:
< [ern 1\ Falsifying Goods Malicious code
s== | Received Notes ; hidden in PO forms
J = | (GRN) for tricks ERP parsers
L7 ==/ undelivered items. into force-
approving orders.

A\ Shortfalls: >
Accepting partial/ > Synthetic Delivery Proofs:
inferior shipments ,.* Al generates fake bills of lading and
while signing off on tracking histories to bypass 3-way
full PO values. B matching.

/A PO Line Alterations:
Modifying item
descriptions or
prices between

issuanceand | || B T vaTcHING
intake. ALGORITHM

DIGITAL FINANCIAL ECOSYSTEM

FALL

Conference & Expo
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Phase 3 — Invoice Validation

/f_%/' PHASE 3 - INVOICE VALIDATION
B e ——

CORE FRAUD RISKS

4\ Duplicate / Micro-Invoices: {[» Polymorphic Swarms:

e DN [woe D Recurring fake Generative Al creates .
=== | | === | invoices crafted thousands of visually PEE;’-‘Q%
— | just below review distinct fake l_i—«l
@5 | ®2) thresholds. invoices, evading E‘ ‘é
OCR deduplication. E B AN\

Supplier Invoice - il
Receipt : /\ BEC Interception:
= _ Hijacking supplier = Thread Hijacking:
email threads to alter g = Autonomous Al agents monitor supplier
I:)rg;::ter:‘neenntt : remittance details meR email threads and inject timely invoice
d on invoices. = updates.
Routing A
Unearned Discounts: : =y A3
Prematurely posting A : r qult.:
unvalidated invoices C 2
for prompt-pay perks. <

UPDATE

: X @» AUTONOMOUS We
ERP System wer: ’ ‘ Al INJECTING

Entry

DIGITAL FINANCIAL ECOSYSTEM
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Phase 4 — Settlement & Audit

Supplier Account
Statements

Payment Terms
Verification

Scheduled Payment
Execution

~ CORE FRAUD RISKS

/\ ACH / Wire Redirection:
Diverting payment
disbursements to
fraudster-controlled
bank accounts

/\ Bypassed Controls:
Coercing finance staff %+
into executing &
‘emergency’ wire
overrides

payment trails
during reconciliation

o

DIGITAL FINANCIAL ECOSYSTEM
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Cloned audio/video
impersonates
executives
demanding urgent
wire releases

Fast-Flux Routing: Al mule

Al mte networks rapidly fragment stolen
funds globally before recall attempts

# IOFM
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Horizon Scanning

LOW IMPACT

November 2026 | JW Marriott Austin | Austin, TX

Agentic
Procurement
Cartels:
Autonomous Al
agents collude

across multiple ‘==

vendor portals
to artificially
inflate market
unit pricing.

[SCENARIO D]

W [TET T A
Decryption of
Remittances:

Legacy encrypted <
EDI files intercepted w

and modified in
transit.

LOW PROBABILITY

&

DECRYPTED
FILE

EMERGENCY ACQUISITION
WIRE PAYOUT DEMAND.

HIGH PROBABILITY

M

~

E ] N
o Nt
e — A & et

[SCENARIO A]

Real-Time Deepfake

—/ Video Calls:
. Deepfake video of

CFO joins live
board/finance

’ video call to

demand
emergency

| acquisition
J wire payout.

[SCENARIO C]

Autonomous
Agentic AP
Hijacking:
Malicious Al agents
execute end-to-end
sub-threshold
invoice runs
natively.

 #IOFM
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Horizon Scanning

'LOW IMPACT

LOW PROBABILITY — HIGH PROBABILITY
o R BN

g IOFM

FALL

Conference & Expo
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Horizon Scanning

[RISK B] Zero-Day ACH Exploit

Exploitation of a newly discovered
vulnerability in the ACH network interface

by malicious actors. Potential for massive
global funds loss.
FAIR

[RISK D] Rare Single-Invoice
Double Payment

An unusual procedural error causing a single
large invoice to be paid twice. Uncommon and
easily reversible, minimal long-term impact.

FAIR

LOW PROBABILITY
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[RISK A] Vendor Master Data Hijacking

A highly sophisticated Al intercepts vendor
communications to update remittance details.
Leads to significant unauthorized payment flow.

| FAIR

[RISK C] Minor Vendor Over-invoicing

Systematic, small-percentage overcharges
on repeated invoices by multiple smaller
vendors. Cumulatively costly but individually
non-disruptive.

JFAIR

~ HIGH PROBABILITY

L)
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Horizon Scanning

[RISK B] Zero-Day ACH Exploit

Exploitation of a newly discovered
vulnerability in the ACH network interface

by malicious actors. Potential for massive
global funds loss.
FAIR

[RISK D] Rare Single-Invoice
Double Payment

An unusual procedural error causing a single
large invoice to be paid twice. Uncommon and
easily reversible, minimal long-term impact.

FAIR

LOW PROBABILITY
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[RISK A] Vendor Master Data Hijacking

A highly sophisticated Al intercepts vendor
communications to update remittance details.
Leads to significant unauthorized payment flow.

| FAIR

[RISK C] Minor Vendor Over-invoicing

Systematic, small-percentage overcharges
on repeated invoices by multiple smaller
vendors. Cumulatively costly but individually
non-disruptive.
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Horizon Scanning

ACCOUNTS PAYABLE
LEADERSHIP &
OPERATIONS.

APManagers Specialists, Clerks
Insights: Hands-on process mslght

SIS EE § Ssssaw
MR § essssw

General Counsel
Insights: Contractual remedies
Fraud prosecution
Insurance coverage
Liability implications

General Counsel
Insights: Contractual remedies
Fraud prosecution
Insurance coverage
Liability implications.

o——\ DATA HIGHWAY

PROCUREMENT /
SOURCING TEAM.

— “.b
controller Accountants Buyers, Onboarding
Insights: Financlal reporting oversight l Insights: Buyer relationships
Period-end accruals s Contract negotiation
Ledger accuracy 3-way matching inputs

/ KEY STAKEHOLDERS

/- FOR ACCOUNTS PAYAB\LE

» FRAUD RISK ASSESSWENT:
A MULTIDISCIPLINARY PERSPECTI\NE

A holistic assessment requires input
from diverse business units. ==\

e L
EXTERNAL AUDIT. 9%

ENTERPRISE RISK
MANAGEMENT (ERM)
& COMPL|ANCE

Auditors (Internal & External)
Insights: Historical findings
Control deficiency tracking N egulatory compliance

Independent verification. (1099, Sanctions/OFAC),

ERM, Compllance -
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>~ ~ R Insights Rlsktaxonomy consistenc;

CHIEF INFORMATION
SECURITY OFFICER (CISO)
& 1T SECURITY.

Zero Trust
{1} . ) ——

Email Seeurity

CISO, IT Security
Insights: Emall security, Zero Trust
Identity access management
Endpoint detection.

TREASURY
OPERATIONS.

~ Treasurers
Insights: Bank account management
Wire release protocols
Cash management
Payment gateway security
TREASURY
OPERATIONS.

Treasurers

. Inslghtz:l Bank'account manlagement.
q ire release protocols
dla highw e} Cash management _

Payment gateway security.
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Please tell us what you think!

* Please scan this QR code using your mobile to
access a short feedback survey —

* Also accessible via the mobile app

Session Presented by: AppZen

In one full day, you will be prep.
‘ | O I M Conference & Expo
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