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Do you need NASBA CPE credits?

* Navigate to website: iofm.cnf.io
or scan the QR code =2

* Check-in and check-out of your sessions to
track your attendance for NASBA CPEs

* Certified with IOFM? No need to check-in
and out of sessions. Self-report CEUs on
|IOFM.com instead after the event!
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What do
phishing attacks
target?
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o~ hackers
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There
are 3
elements
that can
really help
train your
staff

The Human Firewall =|()FM Fa”

Mike Wright CONFERENCE & EXPO



1.

See it from
the
attacker's
perspective
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2.
Understand
the
psychological
triggers used \
in these N 4

attacks FEAR AN GER

The Human Firewall =IOFM Fall

Mike Wright



3.
Setting
up
’ technical
NN controls
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emall guest list that says who can send
SPF emails from your company

digital signature that proves an email
DKIM really came from who it says it did

tells email servers what to do with
DMARC messages that fail security checks
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www.bankofamerica.com

www.bankofamerica.com
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http://www.bankofamerica.com/
http://about:blank

Legitimate:
www.bankofamerica.com

Fake using Cyrillic 'a’™;
www.bankofamerica.com
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http://www.bankofamerica.com/
http://about:blank

Actionable Takeaways

1.Be really cautious when you see signs of coercion or
manipulation.

2.Be especially cautious with requests for money or
information combined with coercion or manipulation.

3.Don't click on any links or open any files unless you are
certain of the sender. Use out of band verification if you
heed to.
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Please tell us what you think!

* Please scan this QR code using your mobile to
access a short feedback survey 2>

* Also accessible via the mobile app

Accounts Payable - Specialist N
Certification

|| .:.P;. L

Ot

The Hunman Firewall

In one full day, you will be prepared to earn your
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QUESTIONS?
Mike Wright, The Security Guru
‘ Email: mike@security.guru
LinkedIn: linkedin.com/in/secguru/
Website: security.guru
REMINDER!
If you checked in for NASBA CPE credit, check out at iofm.cnf.io
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