Fraudulent Emails That Made It
Into Your Inbox in the Last 90 Days

And Strategies to Combat
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Do you need NASBA CPE credits?

* Navigate to website: iofm.cnf.io
or scan the QR code =2

* Check-in and check-out of your sessions to
track your attendance for NASBA CPEs

* Certified with IOFM? No need to check-in
and out of sessions. Self-report CEUs on
|IOFM.com instead after the event!
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Do You Belong to an IOFM Chapter?

. Benefits:
oGT T About  Help
Adviscy Parvel 1. CEU Requirement for Certification(s): Leaders
Pittsburgh IOFM Chapter earn 3 CEUs per meeting hour and attendees earn
IOFM %apters > Accounts Receivable Tennessee IOFM Chapter 1 CEU per meeting hour. Earn by watching on-
Memhor Forim California Baltimore-DC IOFM Chapter demand — 3 Available

- North Carolina Chapter 2. Leadershllp: Help to plan events, .cre.ate |
Insider Archive Atlanta IOFM Chapter members’ only resources and activities that will
enhance careers and knowledge

A L U Central Atlantic Region i :
9 °8 3. Career: Add the membership to your LinkedIn
Buyer's Guide Florida Profile and join Chapter Groups
Midwestern Region 4. Networking / Engagement: Meet other like-
Quizzes minded professionals to discuss pain points and
Northeastern Region resolutions

5. Discounts — Get discounts on E-Learning and New
Memberships

Northwestern Region

Southwestern Region

Chapter bylaws

LinkedIn Group: IOFM - Central Atlantic Region AP / AR Professionals
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https://www.linkedin.com/groups/14071140/
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Empowering Accounts Payable Teams to Protect the Vendor Master File From Fraud
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The
Speaker

Debra R Richardson,
MBA, CFE, APM,
APPM, CPRS

' | CERTIFIED FRAUD

= /<] EXAMINER

November 2025 | Caesars Palace | Las Vegas, NV

An accounts payable speaker, consultant, and trainer with over 20
years of experience in AP, AR, general ledger, and financial
reporting for Fortune 500 companies including Verizon, General
Motors and Aramark.

For over a decade, | have focused on Accounts Payable including
Global Vendor Maintenance for 140k+ active vendors across seven

ERPs, managing a team processing over 2,000 vendor requests per
month.

Now | work with AP teams to implement authentication
techniques, internal controls and best practices to prevent fraud in
the vendor master file.

| host a weekly podcast: “Putting the AP in hAPpy”.

Clean-Up Your Vendor Data
Clean-Up Your Vendor Processes
Pay the Right Vendor

debrarrichardson.com
training.debrarrichardson.com
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Agenda

Why It’s Getting Harder to Not Pay a Fraudster e How to Combat
e The Problem with Email * Telltale Signs of Deepfake Fraud

* The Problem with the Confirmation Call * User Tools to Spot & AVOid Fraud
« The Problem with Remittance Validations * 6 Step Process to Avoid Fraudulent Payments

* Employee Behavior * Recommended Ultimate Solution

9 Three Actionable Takeaways

e Today’s Fraud - Real Examples
* ‘Ishing Scams & Malicious LLMs

* Business Email Compromise
* Check Payment Fraud
* Deepfake Images / Audio / Video
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THERE'S NO SILVER BULLET

@ brjanm Makhers
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Why It’s Getting Harder to Not Pay a Fraudster
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The Problem With Email
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The Trouble with Email
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The Problem With That Confirmation Call
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The Trouble With That Confirmation Call

Vendors Don’t Pickup

Confirmation is not Valid

Calls Not Being Done

Putting the 47 in h//py®
Empowering Accounts Payable Teams to Protect the Vendor Master File From Fraud
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Time Zones/Busy/AP Doesn’t Have
the Right Contact

Using Contact Information in Email or
Invoice / No Authentication / Fraudsters
Changed Contact Information in
Advance

Assumes Requestor is Authentic or
Does Not Consistently Contact

Confirmation Call is not a Silver Bullet

sIOFMFall
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The Problem Remittance Validations
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Remittance Details Validation

Electronic Payments Check Payments
* Bank Account Ownership Validation * Payee Positive Pay
* Pre-Note / Micro Entries * Reverse Positive Pay

Daily Bank Reconciliation

Why is Fraud Still Happening?

November 2025 | Caesars Palace | Las Vegas, NV
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ow Fraudsters Pass Bank Account Ownership Validation - —

Sfccount Name o
Eﬁreet Address, City, State, and Zip Code ‘ _K‘.
Bank Account Number

JRouting Number
QZax ldentification Number (TIN)

New Bank Account m

Bank Account Ownership Validation is not a Silver Bullet

sIOFMFall
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ow Fraudsters Bypass Payee Positive Pay ===

THE TREND: NEW BUSINESS, DIFFERENT STATE

BUSINESS IMPERSONATION AND CHECK FRAUD

Check Stolen
Check payable

to "AlphaBeta
LLC" is stolen out
of the mail while
en route to the
intended receiver.

Business Registered Check Deposited : Fraud Discovered
Criminal registered a Stolen check payable to Issuer of the check is
new business in a the legitimate “AlphaBeta made aware that the true
different state, also LLC" is deposited into the . "AlphaBeta LLC" did not
callod "AlphaBeta LLC" - . new account the criminal  * receive the check, and they
opened., file a claim with their bank.
Account Opened Funds Disbursed
Criminal opened Funds from the ;
> ' a deposit account * deposit are g
(DDA) for the new disbursed via
business that was wire and the new
registered. business account is

then abandoned.

How Criminals Commit Check Fraud Using Stolen Business ldentities

Payee Positive Pay is not a Silver Bullet

sIOFMFall
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Employee Behavior
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Employee Behavior

Cognitive Biases

Hackers Exploit the Most

Bad actors have the know-how to tap into the "mental shortcuts” that are
called cognitive biases and manipulate employees into compromising sensitive
information or systems.

Here are examples of the top cognitive biases hackers use the most.

Recency
Effect

Choosing immediate
rewards over rewards that

come later in the future

The tendency of users to
follow recurring habits

Remembering the most
recent information or
avents best

Free coupon or special deal Phishing emails delivered at a
scams specific time of day

Phishing attacks referencing
current events

KnowBe4

&3 Halo

Effect

When positive impressions
of a person, company, etc.,
influence your overall feeling
of that person or company

ﬂ' Scam messages from
well-known brands

® ¥ Authority
Bias

Attributing greater accuracy
to the opinion of an authority

figure

ﬁ' Hackers spoofing important
messages from the CED

Loss

Aversion
The tendency to prefer
avoiding losses to acquiring
equivalent gains

0 Phishing attacks threatening

credit score damage

Optimism
Bias

Owverestimating the probability
of positive events while under-
estimating the probability of
negative events

0 Phishing emails will offer fake

job opportunities or insider info

[T

Putting the /#7in h4/py®

s tendency to avoid
unpleasant information
(hiding your head in the

sand)

9 Phishing emails warning action
should be taken gquickly or else

Acting to resalve curiosity
even if it could lead to
negative consequences

Phishing attacks offering limited
time offers or secret information

Explore how a better understanding of how hackers are duping users can help you identify potential
cognitive biases and deliver training that actually changes behaviors with our free whitepaper:

Kn@wBe4

November 2025 | Caesars Palace | Las Vegas, NV

DOWNLOAD NOW!

D 2023 Knowled, Inc. Al rights reserved.

SecurityCeach
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Today’s Fraud — Real Examples
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‘Ishing Scams & Malicious LLMs
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‘ishing Scams

vt o000 S ear 1
000 PhiShing ml‘ Pf]iShing 000 Whallng
L MEIT  Highly
MR Vass MM Targetse Targeted to
ermails Specific Person Sr Executives
or Group
* May or May Not Have * Sense of Urgency * Emotional Cues
Grammatical Errors
® D of: o Ry
L. 2 oy
dh Vishing Smishing I:lﬁ Quishing - Zishing
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Malicious LLMs — FraudGPT, WormGPT and GhostGPT
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Business Email Compromise (BEC)

o

Sitpeet Heactros Voo (I Dot Acooant T 1

Dear Custome:,

* Fraudsters don’t abide by Ethics
But we do

Vi hiroe fotdnd (G Lonasthor e Jooks tampts 05 your
@D G 000U A9 3 CODTY MESGUNE. W Nawe SUDEnded N
YOuUr 2000 10 Mk pAStect you 300 your fends

Voo nead you o confom pour e ad your acco
NN nedy. PRGSE flolow 1N ¥ corrgls
D12 NACESEINY CNSS W0 OFN 0055 1D FINF 00OV

Uik [INSTRT PHSHING LN HIRE

For your protection, 0o 1ot respond o
wihin fie el

Fren ymy

Source: Checkpoint

BY ADMIN | FEBRUARY 13, 2023

New Scam Alert: Hackers Work
Around ChatGPT Malicious Content

Restrictions To Create Phishing Email
Content

New Scam Alert

sIOFM Fall
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‘ishing Scams

BY ADMIN | OCTOBER 07, 2025
New Scam Alert: FBI Says Threat Actors Are
Spoofing Its IC3 Site

New Scam Alert

BY ADMIN | SEPTEMBER 08, 2025
New Scam Alert: You Can't Trust Government Email
Accounts

New Scam Alert

BY ADMIN | AUGUST 17, 2025
New Scam Alert: New Gmail Phishing Attack

New Scam Alert

BY ADMIN | AUGUST 17, 2025
New Scam Alert: Japanese Character Cleverly

Replaces "/" In Spoofed Sites

New Scam Alert

BY ADMIN | AUGUST 11, 2025
New Scam Alert: TSA Warns Of Phishing Scam
Targeting PreCheck Travelers

New Scam Alert

BY ADMIN | AUGUST 11, 2025
New Scam Alert: Beware Of Emails From Mozilla!
They Might Be Phishing Scams

New Scam Alert

BY ADMIN | JULY 30, 2025
New Scam Alert: Travelers Are Targeted With
Hospitality Phishing Emails

New Scam Alert

U.5. DEPARTMRNT OF RDUCATION

November 2025 | Caesars Palace | Las Vegas, NV

BY ADMIN | JULY 30, 2025
New Scam Alert: Phishing - DOE Site Mimicked

New Scam Alert

BY ADMIN | JULY 20, 2025
New Scam Alert: QR Code Scanception Campaign

New Scam Alert

BY ADMIN [JUL\’ 15, 2025
New Scam Alert: Gemini Email Summaries

Exploited For Phishing Links

New Scam Alert

BY ADMIN | JULY 07, 2025
New Scam Alert: FBI Warnings To Healthcare

Entities

New Scam Alert

BY ADMIN | JULY 07, 2025
New Scam Alert: Fraudsters Get Phished Sites On
ChatGPT

New Scam Alert

BY ADMIN | JUNE 24, 2025
New Scam Alert: Tech Support Scammers Get Their
Phone Numbers On Real Sites

New Scam Alert

BY ADMIN | JUNE 24, 2025
New Scam Alert: Scammers Using Right To Public

Info To Target State And Local Governments

New Scam Alert

Putting the #7in h4/py®
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Business Email Compromise
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Business Email Compromise

BY ADMIN | SEPTEMBER 28, 2025

Almost A Year Later

New Scam Alert

BY ADMIN | SEPTEMBER 22, 2025

Recovery

New Scam Alert

BY ADMIN | SEPTEMBER 22, 2025

Recovered

New Scam Alert

New Scam Alert: BEC Victim Lost $54K - Recovered

New Scam Alert: BEC Victim Lost $450K - Partial

New Scam Alert: BEC Victim Lost $400K - And

Empowering Accounts Pa

BY ADMIN | AUGUST 28, 2025
New Scam Alert: BEC Victim Lost Six Figures

New Scam Alert

BY ADMIN | AUGUST 25, 2025

New Scam Alert: BEC Victim Lost $300K

New Scam Alert

BY ADMIN | AUGUST 11, 2025
New Scam Alert: BEC Victim Loses $19M

New Scam Alert

sIOFMFall
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Check Payment Fraud
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Check Payment Fraud

BY ADMIN | SEPTEMBER 15, 2025
New Scam Alert: Postal Service Employee Stole
$17M

"ADMIN | JANUARY 28, 2025

w Scam Alert: FBI Issues PSA On Check Fraud

‘am Alert
New Scam Alert

BY ADMIN | JUNE 24,2025 \0@ A uMIN | DECEMBER 02, 2024

. = o)
few Seam. Hert: Non-Froit C/h = o s> ca™® Me S New Scam Alert: Another Non-Profit Check Fraud -
$90K 7 ¥ o Q%C“ec e $95K

,a)\ S
3 s‘e \\\,\
N ?‘\ef‘ New Scam Alert
e SCQ\TQ
eV
BY ADM {8 | Y , ;
New S = 0 P . In Check BY ADMIN | OCTOBER 14, 2024 .
s > ' | New Scam Alert: Check Fraud Ring Caught
...... - = Fraud

New Scam Alert

New Scam Al

sIOFM Fall
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Deepfake Images / Audio / Video
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Artificial Intelligence (Al) — Deepfake Scams

BY ADMIN | OCTOBER 07, 2025
New Scam Alert: Deepfake Fraud Testimony

New Scam Alert

BY ADMIN | SEPTEMBER 28, 2025

New Scam Alert: You Could Be Cloned On A Video
Call

New Scam Alert

BY ADMIN | AUGUST 25, 2025

New Scam Alert: BEC Victim Lost $300K

New Scam Alert

November 2025 | Caesars Palace | Las Vegas, NV
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How to Combat
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New Scam Alerts

Debra R Richardson New Scam Alerts

FBI Internet Crime Complaint Center Alerts

US Postal Inspection Service News, Alerts,
Wanted Posters NEW SCAM ALERTS

Keep Up To Date On New Frauds

IRS Tax Scams/Consumer Alerts

Better Business Bureau (BBB) Scam Tracker,
Report a Bad Ad and New Scams T W

Email Address *

A

LR

Sign-Up for New Scam Alerts

November 2025 | Caesars Palace | Las Vegas, NV
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https://training.debrarrichardson.com/blog
https://training.debrarrichardson.com/blog
https://training.debrarrichardson.com/blog
https://training.debrarrichardson.com/blog
https://www.ic3.gov/Home/IndustryAlerts
https://www.ic3.gov/Home/IndustryAlerts
https://www.uspis.gov/subscribe
https://www.uspis.gov/subscribe
https://www.irs.gov/newsroom/tax-scams-consumer-alerts
https://www.bbb.org/scamtracker
https://www.bbb.org/file-a-complaint
https://www.bbb.org/us/news/scams
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Telltale Signs of Deepfake Fraud
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Deepfake Telltale Signs

Audio Image & Video

*Longer-than-usual pauses *Eyes
between words and sentences e Lips

*Flat voice eFace

*Emotionless e Teeth

This is Debra R Richardson - | am conducting training for your team next week and | wanted to contact you directly to
let you know | have a change in my payment details and would like to provide you them over the phone. | want to
avoid fraud by not sending via email.

Zero Cost!

November 2025 | Caesars Palace | Las Vegas, NV

*Motion
*Emotion
*Lips

* Gesture

Putting the 47 in h//py®
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User Tools to Spot & Avoid Fraud
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Suspicious Email?

* Don’t Type — Paste
* Does the Registration Date Match Expectations?
 Many Phishing Cites are Created Just for Phishing Campaigns

Identity for everyone
DOMAINS WEBSITE CLOUD HOSTING SERVERS EMAIL SECURITY WHOIS

apple.Com Updated 2 days ago f:)

Domain Information
Identity for everyone

WEBSITE CLOUD HOSTING SERVERS EMAIL SECURITY WHOIS SUPPORT 1 LOGIN = o DD”I"a'n' epecen .
ot Registrar: C5C Corporate Domains, Inc.
Registered On: 1987-02-19
Expires On: 2022-02-20
Updated On: 2021-02-16

Whois Domain Lookup

serverDeleteProhibited
server TransferProhibited
serverUpdateProhibited

Whois search for Domain and IP

Name Servers: a.ns.apple.com

b.ns.apple.com
A S S c.ns.apple.com
apple-com’ d.ns.apple.com

Example: gg.com, google.co.ln, bbc.co.uk, ebay.ca

https://www.whois.com/whois/

2IOFM Fall
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5 Ways to Know if Your Email Has Been Hacked

1. You Can’t Log In
Putting the 47n hi/py® Vendor Master File Tip of the Week

Lempowering Accounts Payal

2. You Keep Getting Password Reset Emails e —

3. There are Strange Messages in Sent Folder Clean-Up Your Vendor Data. AI] EaSy Precaution From the
mssinliael Secret Service to Protect Your

4. Complaints from others Pay the Right Vendor. .
Emails From Fraudsters

5. Suspicious Activities With Your Accounts

© Subscribe

> like & share

www.debrarrichardson.com

Debra R Richardson, LLC All Rights Reserved

Check Your Email Rules Daily!

Watch on YouTube

sIOFMFall
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Authenticate the Requestor

Purchase Order Vendor File

Invoice # PO# Tax ID (Last 5 digits)
Invoice Date Buyer Name Bank Account Number (Last 5 digits)
Invoice Amount PO Amount Remittance Address on file

3 Step Vendor Setup & Maintenance Process Workshop
> Free Authentication Training

sIOFMFall
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https://training.debrarrichardson.com/course/vendoronboardingworkshop
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6 Step Process to Avoid Fraudulent Payments
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Authenticate the Data Check Payments Before Sending

Require Existing Banking to Change Banking Payments > SK with Remittance
Vendor Banking Form Change Within 90 Days

@

Authenticate the Requestor Vendor Communication Before/After Change Audit Process

Only Way to Get Required Forms Scripts to Ensure Valid Confirmation / Vendor Help Desk Inquiries - Authentication
Desktop Procedure

Vendor Validations

Forms Sent/Collected Directly to Vendor Send Vendor Notification After Change

Authentication Reference Confirmation Call Script / Confirmation Log ¥

(8

The Bank of AP Training

Vendor Notification of Change
Confirm with the Vendor They Received the Payment

sIOFMFall
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CONFERENCE & EXPO




Putting the 47 in h//py®
Empowering Accounts Payable Teams to Protect the Vendor Master File From Fraud

= ==

THERE'S NO SILVER BULLET

@ brjanm Makhers
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Recommended Ultimate Solution
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ring Accounts Payal a

\UTHENTICATION > \/ ALIDATION > |VI ANAGEMENT"

For vendor process resources, please scan:

Consulting Training Validation Certification

= =] - x=8 V
ALIDATION
4 ™ 4 A

Documented information to Inactivation and revalidation to
confirm the identity of the Resources and standardizations confirm the vendor data
source of the vendor data to confirm the vendor data is remains accurate and
before accepting or the source accurate and compliant, and compliant, and that the vendor
of vendor inquiry before that the vendor is eligible to remains eligible to receive
providing details receive payments payments

\ o

AUTHENTICATION MANAGEMENT

xXX<S

‘ > Authentication 29 Internal K‘) / Best =1 1Y Vendor
- Techmques Controls Practlces —J] Validations

2IOFM Fall
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Plug Up Your Gaps

Document:
Process Map: Get Approval: Document:

Document: Audit:

Create a Vendor
Process Audit

Enhance: Templates/Forms

Add AVM Where to Match New Process &
Required Enhanced Templates/Forms
Process

Vendor Policy for

Desktop
Procedures by
Function

Review Vendor
Process by
Function

Internal
Employees

Access Free Training

sIOFMFall
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https://training.debrarrichardson.com/course/gaps

Outsource Payments > Benefit is....

Remove the Vendor Team From
the Vendor Remittance

Collection and Update Process

sIOFMFall
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Three Actionable Takeaways
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Actionable Takeaways

1. Add this presentation as an agenda item to your next team meeting and discuss. Then distribute to

every team member that handles vendor inquiries (phone or email) or add/edits vendor records in the
vendor master file.

2. Sign-Up for New Scam Alerts.

3. Review your current Vendor Setup and Maintenance Process and determine where you can plug up the
gaps with authentication techniques, internal controls, best practices and vendor validations that can
result in fraud, fines or bad vendor data. If not, look at outsourcing the payment function in order to
remove remittance data storage and responsibility from the vendor team.

2IOFM Fall
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Please tell us what you think!

* Please scan this QR code using your mobile to
access a short feedback survey -2

e Also accessible via the mobile app

Fraudulent Enails That Hade It Into You
r Inbox in the Last 98 Days and Strateg
ies to Combat

Fraudulent Emails That Made It Into Your Inbox in the Last 90 Days and Strategies to Combat
Debra Richardson = IOFM Fal I

CONFERENCE & EXPO



QUESTIONS?
vobie - +1 918-493-0431
el - debra@debrarrichardson.com
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